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Evolution of the threat
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ANCIENT TIMES 
E.g: Mythical Tale of the 

Trojan Horse

SOVIET ORIGIN
KGB Formalizes 
Disinformation 

Techniques

WORLD WAR II
Allies mislead germans 
about the timing and 

location of their 
operrations

COLD WAR ERA
CIA and other western 

agencies adopt 
approach in response to 

Soviets

POST COLD WAR 
Disinformation applied 

beyond state actors, 
including media and 

private sector

DIGITAL ERA
Social Media and online 

plaforms open new 
battle ground

CURRENT EFFORTS
Recognized as deliberate 

attempt to deceive in 
political discussion, media 

and cybersecurity



Defining the Problem

MISINFORMATION
is false or misleading content shared without harmful intent 
though the effects can still be harmful.

DISINFORMATION
is false or misleading content that is spread with an intention 
to deceive or secure economic or political gains, and which may 
cause public harm.

MALINFORMATION
Is factual information distorted intentionally in order to 
mislead, harm or manipulate.



The intent to harm

FALSENESS INTENT TO HARM 

Misinformation
False information 

spread unintentionally

Disinformation
False information 

created intentionally

Malinformation
Factual information 

distorted intentionally





Influence vs Interference

Influence Interference
• Transparent and declared intentions. • Concealed intentions, deceptive methods.
• Aims to foster soft power, mutual 

understanding.
• Aims to disrupt, destabilize, or control 

foreign affairs.
• Example: Cultural diplomacy (e.g., K-pop 

music, language promotion).
• Example: Election interference, 

cyberattacks, sabotage.
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Arts & Cinema
Language Promotion Support for local political 

party
Financial Tariffs

Cyberattacks
Election interference

Sabotage 

INFLUENCE



From Disinformation to 
FIMI

Harmful

•Democracies
•Societies
•Values
•Security
•Etc.

Not illegal

•Not covered by 
other legal 
instruments: 
Hate speech, 
Terrorist content

•“Grey zone”

Manipulative

•Manipulation of 
content, reach 
and identifies

•Fake websites
•Suppression 

Intentional

•Not 
misinformation

•Pursing a specific 
goal

•Organised
•Financed 

Coordinated

•Use of different 
parts of the 
“ecosystem”

•Not “organic”

Foreign State and Non-State Actors and their Proxies

FIMI – (foreign information manipulation and interference) is  a pattern of behaviour 
threatening values, procedures and political processes. It is manipulative in character, 
conducted in an intentional and coordinated manner. 





Operation False Façade 



Resources 



Thank you!


